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A public-source
case study
My independent public-source case study

TWO REAL CASES: A CYBER INCIDENT AND AN EARTHQUAKE

REAL SOURCES SIMPLE ENGLISH NO PRIVATE TARGETS

Personal work based only on public sources. 01
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HONEST USE 02

READ THIS FIRST

This booklet helps you explain a real method without saying
more than you can prove.

Use only the sentences that are true for you.

I did not work for or represent any institution.

I used only public pages, reports and posts.

These are independent studies. They are not official casework.

BEFORE THE INTERVIEW

Open every source. Repeat the steps. Write your own notes. Then you can honestly say: “I reproduced
this public-source comparison.”
The English and Turkish editions contain the same method and the same evidence limits.
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INDEPENDENT STUDY 03

STUDY CONTEXT

This is my independent public-source study
I chose two real cases to show how I check facts and limits.

WHAT THIS IS

My own public-source research

Two real and checkable cases

A method another person can repeat

WHAT THIS IS NOT

Not work for an institution

No access to private systems

No access to official case files
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STUDY GOALS 04

WHAT I SHOW

The two cases use the same five simple skills.

01 ASK

Start with one clear and limited question.

02 SAVE

Keep the source, date, time and exact wording.

03 COMPARE

Check the claim with another suitable source.

04 LIMIT

Write what the sources do not establish.

05 EXPLAIN

Make the method easy for another person to follow.

This is my own work based only on public information.
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ADVANCED OSINT 05

ADVANCED WORK CAN BE CLEAR AND SIMPLE

It starts with a clear question, careful source checks and
clear limits.

Tools help find information. A method helps you check it.

QUESTION SOURCE CHECK CONTEXT LIMIT

MY THREE QUESTIONS

What exactly do I know?

How do I know it?

What is still missing?



MY INDEPENDENT OSINT AND SOCMINT STUDY EN PAGE 06 OF 30

WORKFLOW 06

A SIMPLE WAY OF WORKING

This order keeps the work clear and easy to review.

1
Keep the question clear and limited

2
Set authority and limits

3
Choose source types

4
Capture exact records

5
Check source and time

6
Compare explanations

7
Label each point as fact, assessment or
unknown 8

Report, review, stop

If the legal purpose changes, go back to step 1.
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QUESTION AND SCOPE 07

A CLEAR QUESTION WITH LIMITS

A clear and limited question gives a clearer answer.

What can public Dutch sources show about the LAUNDRY BEAR incident of
September 2024? What can they not show?

IN SCOPE

Official public statements

One joint technical report

Dates, wording and source chain

OUT OF SCOPE

Private people or accounts

Protected systems or raw logs

Attack testing or contact

STOP RULE

This demo stops at the public record of 27 May 2025.



MY INDEPENDENT OSINT AND SOCMINT STUDY EN PAGE 08 OF 30

EVIDENCE RECORD 08

KEEP A CLEAR RECORD OF WHERE EACH POINT CAME FROM

Provenance tells another reviewer where the information
came from.

URL

Exact source address
TIME

Publication, access and time zone

WORDS

Exact wording before interpretation
VIEW

Screenshot or export under the rules

HASH

File fingerprint
NOTE

Change, limit and open question

REAL RECORD EXAMPLE R2

Source: politie.nl
Captured: 25 Aug 2026, 21:39 TRT
SHA-256 prefix: face2489c0680146f
Limit: the hash proves file identity, not the truth of the source claim.
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SOURCE QUALITY 09

TWO PAGES CAN USE THE SAME EVIDENCE

Check the information chain before calling it confirmation.

A Original public record

Official statement or technical report

B Connected institution

Useful for comparison. The sources may share
evidence.

C Secondary public report

Useful for finding the original source

D Repost or commentary

A lead, not a second witness

Politie, AIVD and MIVD are consistent here, but they are connected institutional sources.
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CLAIM LABELS 10

THREE LABELS KEEP THE WORDING ACCURATE

The label belongs to the sentence, not to the whole source.

REPORTED FACT

The public source directly reports or shows it.
“The Global Address List was taken.”

OFFICIAL ASSESSMENT

An authorised service states a conclusion with confidence language.
“The services assess it as very likely Russian state-sponsored.”

UNKNOWN

The sources in scope do not establish it.
Other stolen data: not established.

Important: “not established” does not mean “did not happen.”
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LEGAL AND ETHICAL FRAME 11

PUBLIC INFORMATION STILL HAS LIMITS

In an authorised investigation, purpose, power, method and
privacy impact matter.

NECESSARY?

Does the data answer the task?

PROPORTIONATE?

Does the intrusion fit the aim?

LESS INTRUSIVE?

Can I reach the aim with less data?

ACCURATE?

Did I separate fact and opinion?

STOP AND CONSULT

The purpose or authority is unclear.
The method enters a protected area.
The expected harm is higher than the value.
Sensitive data is not needed for the question.

Reference: Wet politiegegevens, Articles 3 and 4. This page is a work aid, not legal advice.
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PSYCHOLOGY 12

DO NOT TRUST YOUR FIRST EXPLANATION TOO QUICKLY

Good intentions do not remove bias.

FIRST STORY

The first explanation feels complete.

AUTHORITY EFFECT

An official source may make every detail feel
certain.

CONFIRMATION BIAS

I search only for support.

URGENCY

Time pressure can hide weak wording.

Write one alternative explanation before you close the analysis.

In this case: “Russian state-sponsored” remains the services’ public assessment. This demo does not
independently prove attribution.
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REAL CASE 13

LAUNDRY BEAR: HOW THE SOURCES ARE CONNECTED

Three public publications. One connected institutional
evidence chain.

R2  POLITIE.NL

Impact and investigation

R3  AIVD.NL

Public assessment

LAUNDRY BEAR
PUBLIC INCIDENT CLAIMS

R4  AIVD AND MIVD

TLP:CLEAR report

I compare the wording, confidence level and limits. I do not repeat or test the attack.
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TIMELINE 14

EVENT TIME AND PUBLICATION TIME

Do not mix the day of the incident with the day of public
disclosure.

23 SEP 2024 R4 p.1

The joint report gives the specific attack date.

SEP 2024 R2 AND R3

Politie and AIVD summaries refer to the incident month.

27 MAY 2025 R2, R3 AND R4

Politie statement, AIVD news and joint report are made public.

Same-day publication does not make the sources independent.
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SOURCE REVIEW 15

SOURCE 1  POLITIE

What the police page says
Read the exact public wording before adding interpretation.

REAL PUBLIC SOURCE R2

politie.nl. Captured 25 Aug 2026 21:39 TRT. SHA-256 prefix: face2489. browser selection marks the sentence

SUPPORTS

The Global Address List was taken.
The page names the investigative and public context.
LIMIT
This page is a public statement, not the raw investigation file.

https://www.politie.nl/nieuws/2025/mei/27/00-ontwikkelingen-rond-datalek-bij-nederlandse-politie.html
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SOURCE REVIEW 16

SOURCE 2  AIVD

The wording of uncertainty
The page gives a public assessment and a clear limit.

REAL PUBLIC SOURCE R3

aivd.nl. Captured 25 Aug 2026 21:40 TRT. SHA-256 prefix: e72a28a6. publication time is visible

SUPPORTS

The services publicly name LAUNDRY BEAR.
Work contact details were taken.
Other stolen data was not established.
LIMIT
“Not established” is an uncertainty statement. It is not proof that no other data was taken.

https://www.aivd.nl/actueel/nieuws/2025/05/27/onbekende-russische-groep-achter-hacks-nederlandse-doelen
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SOURCE REVIEW 17

SOURCE 3  JOINT REPORT

Words such as “very likely” have a clear meaning
The report states its confidence level clearly.

REAL PUBLIC SOURCE R4 P1

AIVD and MIVD technical report. Captured 25 Aug 2026 21:40 TRT. SHA-256 prefix: 4903906d. fixed reading crop

SUPPORTS

Specific incident date: 23 September 2024.
“Very likely” marks the attribution confidence.
The report says its view is not complete.
LIMIT
This is an official public assessment. The demo cannot inspect the classified or raw evidence behind it.

https://www.defensie.nl/documenten/2025/05/27/aivd-en-mivd-onderkennen-nieuwe-russische-cyberactor
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SOURCE REVIEW 18

SOURCE 3  TECHNICAL DETAIL

Useful detail, clear boundary
The report explains the assessed path at a public defensive level.

REAL PUBLIC SOURCE R4 P3

AIVD and MIVD technical report. Captured 25 Aug 2026 21:40 TRT. SHA-256 prefix: 4903906d. page 3 reading crop

SUPPORTS

The report describes assessed account access and the GAL result.
It repeats the limit on other data.
It gives enough context to compare sources.
LIMIT
I do not turn a defensive public report into attack instructions or test any real system.

https://www.defensie.nl/documenten/2025/05/27/aivd-en-mivd-onderkennen-nieuwe-russische-cyberactor
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CROSS-SOURCE ANALYSIS 19

THE EVIDENCE MATRIX

YES means the public source says it. It does not mean I saw
the underlying case evidence.

CLAIM R2 R3 R4 LABEL

September 2024 incident YES YES YES reported

Work contacts and the GAL were taken YES YES YES reported

Very likely Russian state-sponsored INDIRECT YES YES assessment

Other data taken NOT STATED NOT SHOWN NOT SHOWN unknown

Full technical chain proven here NO NO NO not shown

Conclusion: the public record supports the incident and the institutional assessment.
It does not independently reproduce attribution.
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PORTFOLIO BOUNDARY 20

WHAT I CHECKED AND WHAT REMAINS UNPROVEN

A strong interview answer includes both sides.

I DID

Defined one public question

Captured official sources

Recorded dates, URLs and hashes

Compared exact wording

Marked assessment and unknowns

I DID NOT

Target a private person

Access any protected system

Inspect confidential case evidence

Independently attribute the actor

Invent an interview or result

This is my independent public-source comparison. I did not use protected systems or
case files.

Say “I did” only after you personally repeat the source checks.
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INTERVIEW ANSWERS 21

SIMPLE ANSWERS YOU CAN USE IF THEY ARE TRUE FOR YOU

Keep the words simple. Add only your real experience.

WHY THIS STUDY?

“I wanted to show how I turn public information into a clear and traceable result.”

HOW DO YOU WORK?

“I keep the question clear, record the source, compare explanations and separate facts, assessments
and unknowns.”

WHAT IS YOUR EXPERIENCE?

“One real example is [project]. My task was [task]. I checked [sources], recorded [evidence] and
reached [real result].”

WHAT UNDER PRESSURE?

“I protect the basic checks. If time is short, I reduce scope. I do not hide uncertainty.”

WHAT IF YOU DO NOT KNOW?

“I say what is missing, search one more suitable source and ask for legal or technical review when
needed.”

If you need to answer in English: “Mijn Nederlands is in ontwikkeling. Mag ik dit technische antwoord in
eenvoudig Engels geven?”
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SOURCES AND LAST MINUTE 22

A SIMPLE STAR EXAMPLE AND THE SOURCES

Use the STAR only after you repeat the demo yourself.

Situation: I reviewed public Dutch statements about LAUNDRY BEAR.
Task: I separated reported facts, official assessments and unknowns.
Action: I made a source log, timeline and evidence matrix.
Result: I wrote a short conclusion with clear limits and checkable links.

THREE QUESTIONS I CAN ASK IN AN INTERVIEW

How does the team review source quality and reporting?
How are legal or privacy doubts escalated?
What should success look like in the first six months?

SOURCES CHECKED ON 25 AUG 2026

S1 Politie: public incident update

S2 AIVD: public LAUNDRY BEAR statement

S3 AIVD and MIVD report on Defensie

S4 Wet politiegegevens, Articles 3-4

S5 NIST IR 8387: evidence preservation

S6 Wason 1960: confirmation bias
Write only what the sources support. State what is missing.

https://www.politie.nl/nieuws/2025/mei/27/00-ontwikkelingen-rond-datalek-bij-nederlandse-politie.html
https://www.aivd.nl/actueel/nieuws/2025/05/27/onbekende-russische-groep-achter-hacks-nederlandse-doelen
https://www.defensie.nl/documenten/2025/05/27/aivd-en-mivd-onderkennen-nieuwe-russische-cyberactor
https://wetten.overheid.nl/BWBR0022463/
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8387.pdf
https://doi.org/10.1080/17470216008416717
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REAL SOCMINT CASE 23

CASE 2  CHECKING INFORMATION DURING A CRISIS

How I checked a real public post
The account posts in English. I check the event against official public sources.

I use the post as a starting point, not as proof.

S1  PUBLIC POST

@USGS_Quakes

S2  ACCOUNT OWNER

usgs.gov

S3  EVENT RECORD

us7000rm3k

S4  OTHER INSTITUTE

UNAM

WHAT THIS CHECK SHOWS

I check who owns the account.

I connect the post to a stable event number.

I compare the facts with a second institution.

I do not use private accounts or hidden data.
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SOCMINT METHOD 24

METHOD

A simple seven-step check
Another person can follow and check each step.

1 Write one question.

2 Save the post URL and visible content.

3 Check who owns the account.

4 Find the stable event record.

5 Compare one independent institution.

6 Record facts, limits and changed values.

7 Write what remains unknown.

I stop if the task needs private data, direct contact, a login or more legal authority.
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SOURCE REVIEW 25

SOCMINT SOURCE 1  PUBLIC POST

Save the original post
I save the source before I add my own view.

REAL PUBLIC SOURCE S1

@USGS_Quakes on X. Captured 25 Aug 2026 21:55 TRT. SHA-256 prefix: 49c0582e. fixed reading crop

SUPPORTS

The account name, handle and public claim are visible.
The post links to an earthquake record.
LIMIT
The post alone does not prove account ownership, final event values or damage.

https://x.com/USGS_Quakes/status/2007148932422422611
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SOURCE REVIEW 26

SOCMINT SOURCE 2  ACCOUNT OWNER

Verify the account on usgs.gov
I use the institution's own website, not only the platform badge.

REAL PUBLIC SOURCE S2

usgs.gov. Captured 25 Aug 2026 21:56 TRT. SHA-256 prefix: fa89cf5d. official ownership statement

SUPPORTS

USGS says @USGS_Quakes is run by its scientists and staff.
The page explains the account's public-information role.
LIMIT
An official account can still publish early or incomplete information.

https://www.usgs.gov/news/follow-earthquake-tweets
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SOURCE REVIEW 27

SOCMINT SOURCE 3  EVENT RECORD

Match the post to us7000rm3k
The event number gives me a stable record to check.

REAL PUBLIC SOURCE S3

USGS event us7000rm3k. Captured 25 Aug 2026 21:56 TRT. SHA-256 prefix: 7b7f339a. reviewed event page

SUPPORTS

Magnitude 6.5 west of San Marcos, Mexico.
2 January 2026 at 13:58:15 UTC. Status: reviewed.
Event number: us7000rm3k.
LIMIT
The record can be updated. Record the version and time you checked it.

https://earthquake.usgs.gov/earthquakes/eventpage/us7000rm3k
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SOURCE REVIEW 28

SOCMINT SOURCE 4  INDEPENDENT CHECK

Check an independent source
UNAM gives a separate scientific record of the same event.

REAL PUBLIC SOURCE S4 P1

UNAM technical report. Captured 25 Aug 2026 21:57 TRT. SHA-256 prefix: 24ad9213. page 1 reading crop

SUPPORTS

A real M6.5 earthquake on 2 January 2026.
The report places it near San Marcos, Guerrero.
It records a small tsunami signal at Acapulco.
LIMIT
This report is in Spanish. Translate carefully and keep the original wording available.

https://www.mareografico.unam.mx/wp-content/uploads/2026/01/20260102_IGEF-SMN_RRPT_SanMarcos_GUERR.pdf
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SOCMINT FINDING 29

CHECK RESULT

What the check shows and does not show
I keep confirmed points and missing points separate.

CONFIRMED

USGS says its team runs the account

USGS has a reviewed M6.5 event record

The time and area match the post

UNAM records the same earthquake

NOT SHOWN

The full amount of damage

Every injury or damage claim

Who saw or believed the post

Information about private people

SIMPLE REPORT WORDING

USGS states that it runs the account. The public records confirm the earthquake. They do not show its
full effect. I would record this limit and wait for more information.

If the numbers change, I record the source, version and time. I do not call a source false without evidence.
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INTERVIEW ANSWER 30

ONE-MINUTE ANSWER

My one-minute answer
I only say what I checked myself.

“I used a real public post from @USGS_Quakes. First, I checked on usgs.gov that the account is
run by USGS staff. Next, I matched the post with event us7000rm3k. Then I used a UNAM report
as a separate check. The sources confirm a magnitude 6.5 earthquake near San Marcos on 2
January 2026. They do not show the full damage. I wrote that limit clearly.”

CASE SOURCES CHECKED ON 25 AUG 2026

S1 @USGS_Quakes public X post

S2 USGS official account page

S3 USGS reviewed event us7000rm3k

S4 UNAM public technical report

Use this only after you repeat the checks. This is my independent interview practice. It is not an official
investigation.

https://x.com/USGS_Quakes/status/2007148932422422611
https://www.usgs.gov/news/follow-earthquake-tweets
https://earthquake.usgs.gov/earthquakes/eventpage/us7000rm3k
https://www.mareografico.unam.mx/wp-content/uploads/2026/01/20260102_IGEF-SMN_RRPT_SanMarcos_GUERR.pdf

