CSINT RESEARCH / TOOL FIELD HANDBOOK

Threat actors

Lists profiles of tracked threat actors.

PURPOSE OF THE SITE

PROCESSING BOUNDARY
Reads public open-source feeds

This site exists to turn one question into a safe, repeatable research process. A tool result is not a

verdict; the source and the human check stay visible.

WHY DID | BUILD IT?

| built this because actor names and aliases are often mixed together. Each profile keeps
sourced naming and observed activity notes separate.

SMALL ARCHITECTURE
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01 Input

No input needed
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02 Method

Connect aliases with
sourced observations

https://en.csintresearch.org/threat-actors

Four parts from input to a record you can keep
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03 Human check

Check the result against
the source

Vs
04 Output

Actor profiles
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USE IT STEP BY STEP

Step 1

Prepare the material

Start with: No input needed

Step 2

Connect aliases with sourced observations

Lists profiles of tracked threat actors.

Step 3

Check the result against the source

Check which organization linked an alias and when. Similar techniques alone are not enough for
attribution.

Step 4

Download and keep the record

Keep this at the end: Actor profiles

| HONEST BOUNDARY

i Profiles summarize public attributions. They are not claims about a real person's identity, current
i activity, or certain responsibility.
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